
Statelessness and Statefulness in Distributed Services 
C h a r l e s 11. Saucr 
Don W. J o h n s o n 

Lar ry I Clicks 
Atrial A . S h a h c c n - G o u d a 

T o d d A . Snii111 

IBM A d v a n c e d Eng ineer ing Sys tems 
Aus t in , Texas 7 8 7 5 8 

INTRODUCTION 
Distributed Services ( l )S) provides d is t r ibu ted o p e r a t i n g system capabi l i t ies Tor the A I X 1 o p e r a t ­

ing sys tem. T h e s e i nc lude dis t r ibuted files with l o c a l / r e m o t e t r a n s p a r e n c y , a form of "single sys tem 
i m a g e " and d is t r ibu ted in te rp rocess c o m m u n i c a t i o n . T h e dis l r ihutcd file design suppor t s " t r a d i t i o n a l " 
A I X and U N I X 2 file system s e m a n t i c s . I b i s allows app l i ca t ions , i nc lud ing data m a n a g e m e n t / d a t a 
base a p p l i c a t i o n s , to be used in the dis t r ibuted e n v i r o n m e n t wi thout modi f ica t ion to exist ing object 
c o d e . T h e design i nco rpo ra t e s IBM a rch i t ec tu r e s such as S N A and s o m e of the a r c h i t e c t u r e s of Sun 
M i c r o s y s t e m s ' 3 N F S . T h i s pape r focuses on a n u m b e r of i m p l e m e n t a t i o n issues in 1)S, par t icular ly use 
of siatelfSS and slalcftil m e c h a n i s m s . Before focusing o n those m e c h a n i s m s , we p rov ide an overv iew 
of Dis t r ibuted Services . For add i t iona l b a c k g r o u n d i n fo rma t ion o n O S , see Saucr el al [ 1 , 2 ] and 
I-evitt | 3 | . 

DISTRIBUTED SERVICES DESIGN GOALS 
T h e pr imary design goals in our design of Dis t r ibuted Services have been 

I,oca! I lie mote Transparency in Hie services distributed. F rom bo th t h e use r s ' pe r spec t ive 
and the app l ica t ion p r o g r a m m e r ' s pe r spec t ive , local a n d r e m o t e access a p p e a r the s a m e . 
Adherence to AIX Semantics and Unix Operating System Semantics. T h i s is coro l la ry to 
l o c a l / r e m o t e t r a n s p a r e n c y : the d is t r ibut ion of services c a n n o t c h a n g e the s e m a n t i c s of the 
services . Existing object c o d e shou ld r u n wi thout m o d i f i c a t i o n , i nc lud ing da ta base 
m a n a g e m e n t and o t h e r c o d e w h i c h is sensi t ive to Tile system s e m a n t i c s . 
Remote Performance = Local Performance. T h i s is also corol lary to t r a n s p a r e n c y : if 
r e m o t e access is no l i cah ly m o r e expens ive , then t r a n s p a r e n c y is lost. N o t e that c a c h i n g 
effects can m a k e s o m e dis i r ibuicd o p e r a t i o n s faster t han a c o m p a r a b l e single m a c h i n e 
o p e r a t i o n . 

Network Media Transparency. T h e system should be ahle to run on different local and 
wide area n e t w o r k s . 

1. AIX is a trademark nf International Business Machines Corporation 2, Developed nn<l license! by AT&1 . Unix is a registered trademark in the U.S.A. and other countries. } . NTS and Sun Microsystems fire trademmks ol Sun Microsystems, Inc. 
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Mixed Administrative Environments Supported. T h i s inc ludes suppor t of single system 
image c lus ters , var ious servers (f i le, c o d e , dev i ce , . . . ) , and i n d e p e n d e n t l y a d m i n i s t e r e d 
w o r k s t a t i o n s . Add i t iona l ly , services m u s t he designed lo m a k e the a d m i n i s t r a t o r ' s job 
r e a s o n a b l e . 

Security and Authorization Comparable to a Single Multiuser Machine. 

W e bel ieve we have d o n e well in m e e t i n g o u r design goa ls . 

Dis t r ibuted Services uses " r e m o t e m o u n t s " to a c h i e v e l o c a l / r e m o t e t r a n s p a r e n c y . A r e m o t e 
m o u n t is m u c h like a c o n v e n t i o n a l m o u n t in Ihe Unix o p e r a t i n g sys tem, but t h e m o u n t e d fi lesyslem is 
on a different m a c h i n e than the m o u n t e d on d i rec to ry . O n c e the r e m o t e m o u n t is es tab l i shed , local 
and r e m o t e files a p p e a r in the s a m e d i rec to ry h i e r a r c h y , a n d , with m i n o r e x c e p t i o n s , file system calls 
have t h e s a m e effect regardless of w h e t h e r f i les (d i rec lor ies ) a re local or r e m o t e 4 . M o u n t s , bo th c o n ­
ven t iona l a n d r e m o t e , a re typical ly m a d e as part of system s t a r tup , and thus a r e es tabl i shed before 
users login . Add i t i ona l r e m o t e m o u n t s c a n be es tabl i shed dur ing n o r m a l system o p e r a t i o n , if des i r ed . 

C o n v e n t i o n a l m o u n t s r equ i re that an en t i re file system be m o u n t e d . Dis t r ibuted Services r e m o t e 
m o u n t s a l low m o u n t s of subd i rec to r i e s and individual Tiles of a r e m o t e fi lesyslem over a local d i rec­
tory or file, respec t ive ly . File granular i ty m o u n t s a re useful in conf igur ing a single system image . For 
e x a m p l e , a shared copy of / e t c / p a s s w d may he m o u n t e d over a local / e t c / p a s s w d wi thout h id ing 
o t h e r , m a c h i n e specif ic , files in the / e t c d i r ec to ry . 

F i l e S y s t e m I m p l e m e n t a t i o n I s s u e s 
Virtual File Systems. T h e Dis t r ibuted Services r e m o t e m o u n t design uses t h e Vir tua l File Sys tem 

a p p r o a c h used with N F S [ 4 , 5 ] , T h i s a p p r o a c h al lows c o n s t r u c t i o n of essent ial ly a rb i t ra ry m o u n t 
h i e r a r ch i e s , i nc lud ing m o u n t i n g a local object over a r e m o t e objec t , m o u n t i n g a r e m o t e object over a 
r e m o t e ohjee l , m o u n t i n g a n object m o r e than o n c e wi th in the s a m e h i e r a r c h y , m o u n t h i e r a rch ie s 
s p a n n i n g m o r e than o n e m a c h i n e , e t c . T h e main cons t ra in t is that m o u n t s a re only effect ive in the 
m a c h i n e p e r f o r m i n g Ihe m o u n t . 

lookup. In c o n j u n c t i o n with using t h e Vir tua l File System c o n c e p t , w e necessar i ly h a v e rep laced 
the t r ad i t iona l n a m e i ( I ke rne l func t ion , w h i c h t rans la ted a full path n a m e to a n i - n u m b e r , wi th a 
c o m p o n e n t by c o m p o n e n t l o o k u p (1 func t ion . F o r file granular i ty m o u n t s , the s ir ing form of Ihe file 
n a m e is u sed , a long with the file h a n d l e of Ihe ( r ea l ) pa r en t d i r ec to ry , '[ 'his a l t e rna t ive lo using Ihe 
file h a n d l e for the m o u n t e d file a l lows r e p l a c e m e n t of the m o u n t e d file with a n e w vers ion wi thout 
loss of access to Ihe file (wi th that n a m e ) . ( F o r e x a m p l e , w h e n / e t c / p a s s w d is m o u n t e d a n d ihe 
p a s s w d c o m m a n d is u sed , Ihe old file is r e n a m e d o p a s s w d a n d a n e w p a s s w d file is p r o d u c e d . If 
we used a file h a n d l e for t h e file granti lar i i ty m o u n t , then the c l ient would c o n t i n u e lo access the old 
vers ion o( Ihe file. O u r a p p r o a c h gives the , p r e sumab ly i n t e n d e d , effect that the c l ient sees t h e n e w 
version of the file.) 

DISTRIBUTED SERVICES FILE SYSTEM OVERVIEW 
R e m o t e M o u n t s 
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Kernel Structured Using Sun "mode" Definition, We have used t h e Sun v n o d c da la s t ruc ture (see 
K le iman [ 6 ] ) lo suppiir l mul t ip le file system types in the ATX k e r n e l . T h i s a l lows a c l ean division 
b e t w e e n (he local AIX fi lesyslem c o d e a n d t h e r e m o t e Tilcsystcm c o d e . F u r t h e r , it a l lows a na tura l 
a p p r o a c h in our cu r r en t d e v e l o p m e n t oT N F S suppor t in A I X . See Figure I . 

System Calls 

vnodes 
NFS 
remote 
RPC/ 
XDR 

udp/tcp 
Ethernet5 

AIX 
local 

AIX 
remote Virtual 
Circuit 
Interface 

LU 6.2 
Ethernet 
SDLC 
Token Rlnc 

Client Side 

System Calls 
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remote vnodes AIX 

remote 
AIX 

RPC/ 
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Circuit 
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udp/tcp LU 6.2 
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SDLC 
Token Rlnr, 

Server Side 
Figure 1. Arch i t e c tu r a l S t ruc tu re oT Dist r ibuted Services File Sys tem 

5. Ethernet is a liadcma'k ol Xerox Corporation. 

Virtual Circuit Interface. Dis t r ibuted Services a s sumes virtual c i rcui t s a re ava i lab le Tor ne twork 
traffic. O n e or m o r e virtual c i rcui t s musl r e m a i n in force b e t w e e n a c l ient with a file o p e n and the 
server for that file. ( I he m e r e ex is tence of a r e m o t e m o u n t docs not requi re r e t en t ion of a virtual 
c i r c u i t . ) Execu t ion of c l e a n u p c o d e , e .g . , d e c r e m e n t i n g usage coun t s on o p e n files, will be triggered 
by loss of a vir tual c i rcu i t . T h e a r c h i t e c t u r e of Dis t r ibuted Services i n c l u d e s a Virtual Circuit Interface 
(VC1) layer lo isolate Ihe Dis t r ibuted Serv ices c o d e f rom the suppor t i ng n e t w o r k c o d e . O u r current 
c o d e uses (he S N A l-U fi.2 p ro toco l lo p rov ide virtual c ircui t suppor t , b u t , po ten t ia l ly , a n o t h e r c o n ­
n e c t i o n o r i en ted p ro toco l , e . g . , T C I ' , could be used . T h e bas ic pr imi t ives of the VCI are Ihe 
d s r p c I ) . f t s r p c g o t t) and d s g e t d a t a ( | func t ions , d s r p c (t acqu i res a c o n n c c l i o n with a 
specif ied m a c h i n e and then issues d s r p c _ g o t () to i nvoke a funct ion o n that m a c h i n e . d s r p c _ g o t () 
is cal led d i rec t ly if the caller has a previously es tabl i shed c o n n c c l i o n avai lable . Doth oT these calls 
r e tu rn wi thou t wai t ing Tor Ihe result of t h e r e m o t e f u n c t i o n , a l lowing c o n t i n u e d e x e c u t i o n on t h e 
ca l l ing m a c h i n e , d s g e t d a t a ( l is used to request t h e result of a r e m o t e func t ions ; it will wait unt i l 
ihe result is ava i l ab le . 
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SNA I.U 6.2 Usage. W e cl iose lo use 1,U 6.2 b e c a u s e of ils p o p u l a r pos i t ion in I B M ' s n e l w o r k -
ing p r o d u c t s a n d b e c a u s e of ils t e chn ica l a d v a n t a g e s . In pa r t i cu la r , LU 6 ,2 al lows for " c o n v e r s a ­
t i o n s " wi th in a sess ion . C o n v e r s a t i o n s h a v e t h e capabi l i t ies oT vir tus] c i rcu i t s , yet with low o v e r h e a d 
of the o r d e r typical ly associa ted wi th d a t a g r a m s . Typ ica l ly , one or two sessions a r e o p e n e d to suppor t 
the flow b e t w e e n two m a c h i n e s , regardless of the n u m b e r of vir tual c i rcui ts r equ i r ed . W e have 
m e t h o d i c a l l y luncd the LU 6.2 i m p l e m e n t a t i o n , ut i l izing t h e fully p r e e m p t i v e p rocess m o d e l of the 
A I X Vir tua l R e s o u r c e Manage r (see Lang, G r e e n b e r g a n d S a u e r [ 7 ] ) . By p rope r ly explo i t ing Ihe basic 
a r c h i t e c t u r e oT LU 6.2 and careful l iming, we have been able to a c h i e v e high p e r f o r m a n c e wi thou t 
using specia l pr iva te p ro toco l s or l imi t ing ourse lves to d a t a g r a m s . 

T h e A I X i m p l e m e n t a t i o n of LU 6 .2 suppor t s E t h e r n e t , S D L C a n d T o k e n Ring t r anspo r t . T h e 
AIX LU 6 .2 and T C P / 1 1 ' i m p l e m e n t a t i o n s a re des igned lo coexist on the s a m e local area n e t w o r k 
( E t h e r n e i o r T o k e n Ring) . In our d e v e l o p m e n t e n v i r o n m e n t , w e use bo th p ro toco l s s i m u l t a n e o u s l y 
on the s a m e m a c h i n e s and m e d i a , e .g . , TCP/TP for T e l n e t a n d / o r X W i n d o w s , and !.U 6 .2 for Dis­
t r ibuted Serv ices . 

Definition and Implementation Approach 
O n e of the key i m p l e m e n t a t i o n issues In r e m o t e file system i m p l e m e n t a t i o n is the a p p r o a c h to 

" s t a t e l e s snes s " and " s l a t e f u l n e s s . " We loosely def ine " s t a t e l e s s " as m e a n i n g that a c l ient for a file 
( sys tem) d o e s not re ta in stale about the server for that file ( sys t em) a n d vice ve r sa . 6 T h e NFS desig­
ners h a v e heavi ly exp lo i t ed s ta te lessness [ 4 ] a n d d e m o n s t r a t e d Ihe advan tages ga ined by us ing stateless 
m e c h a n i s m s . W h e r e it is pract ica l to use a s iaieless a p p r o a c h , wi thout c o m p r o m i s i n g o u r design goals , 
we h a v e d o n e s o . For e x a m p l e , o u r r e m o t e m o u n t s a re slatcless — a server c a n b e recyc led wi thou t a 
cl ient of that server losing m o u n t s . H o w e v e r , in s o m e areas w h e r e we be l ieve a slaleful a p p r o a c h is 
neces sa ry , w e m a i n t a i n s ta le b e t w e e n server and cl ient and are p r epa red to c l ean u p this s ta te infor­
m a t i o n w h e n a c l i en t o r server fails. For e x a m p l e , w e m a i n t a i n s la te wi th regard lo c a c h i n g 
m e c h a n i s m s , so that c a c h e cons i s t ency can he assured . We also add m e c h a n i s m s " o n lop o f s tateless 
m e c h a n i s m s to simplify a d m i n i s t r a t i o n and o p e r a t i o n , 

Virtual File Sys l ems and Inherited Mounts 
T h e Dis t r ibu ted Services r e m o t e m o u n t design uses the Vir tual File Sysieni a p p r o a c h used with 

NFS [ 4 , 5 ] . T h i s a l lows for s tateless m o u n t s , in t h e sense desc r ibed a b o v e . W h e n a c l ient success ­
fully reques t s a m o u n l from a se rver , il rece ives an h a n d l e for Ihe object it is m o u n t i n g a n d s to res it in 
ils m o u n l t ab le . T h e h a n d l e is effectively a po in t e r to the o n disk i n o d e for the m o u n t e d object and a 
g e n e r a t i o n n u m b e r for lhat i n o d e . T h e g e n e r a t i o n n u m b e r is used Tor subsequen t val idi ty tes ls . W h e n 
the c l ient is pars ing a file p a t h n a m e , e .g . , Tor o p e n ! ) , and e n c o u n t e r s Ihe m o u n t e d objec t , t h e 
h a n d l e is given to the server as a n a r g u m e n t in the l o o k u p ! ) r e m o t e p r o c e d u r e ca l l . Typ ica l ly , the 
m o u n t e d object is a d i rec to ry , a n d ihe server will l o o k u p a n object wi thin that d i r ec to ry . 

F o r e x a m p l e , let us s u p p o s e lhat a c l ient m o u n t s se rver ' s / B over / a / b . T h e c l ient t h e n 
o p e n s / a / b / c . W h e n the c l ient gels lo b / c , it passes Ihe h a n d l e for b a n d t h e c o m p o n e n t c to t h e 
server , r eques t ing Ihe server lo l o o k u p a n d r e tu rn a h a n d l e for c tha i c a n be used in t h e ac tua l 
o p e n 0 ca l l . T h e server will re turn a h a n d l e for / B / c . 

example, file handles given lo clients by servers contain generation intnrmation that would be invalid if the cor­responding tile were lost in a disk laihire and recovered from backup media. 

STATELESSNESS AND STATEFULNESS 
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[ he re a re several poinls to no l i ce h e r e . Pl r i l , this a p p r o a c h is s tateless in thai the server can be 
recycled ( e . g . , powered off and on ) and the h a n d l c ( s ) given to ihe c l i cn t ( s ) p e r f o r m i n g a m o u n t ( s ) is 
slill val id, so the m o u n l need not be r epea l ed . T h i s is t rue because ihe hand le refers to an on disk 
s t ruc tu re , not an in m e m o r y s t ruc ture . S e c o n d , Ihe palh resolut ion process must necessar i ly ignore 
m o u n t s o n Ihe server , s ince these a re not reflected in ihe on disk s t ructures and are not necessar i ly 
repea led w h e n the server is recyc led . T h i r d , as an i m m e d i a t e c o n s e q u e n c e , Ihe cl ient must explici t ly 
pe r fo rm all m o u n l s "for i lself," s ince it does not " s e e " m o u n t s pe r fo rmed by the server . 

Inherited Mounts 
H o w e v e r , il is des i rab le for one m a c h i n e lo be able to " i n h e r i l " m o u n t s pe r fo rmed by o the r 

m a c h i n e s . As an e x a m p l e , cons ider the series of m o u n l s dep ic ted by Figure 2 . T h o u g h this e x a m p l e 
is slightly exaggerated Tor e m p h a s i s , il is highly re levant lo actual conf igura t ions . T h e th icker l ines 
ind ica te m o u n l po in l s . T h u s , from Ihe c l ien t , / u s r / s r c refers lo , , , / s r c on " s res rv r , " 
/ u s r / s r c / e m d refers lo , . , / c m d on " c m d s r v r , " and so o n . Wi lhou l Ihe i n h e r i t a n c e m e c h a n i s m 
descr ibed be low, Ihe cl icnl must be configured to explici t ly perform each m o u n l , e .g . , 

moun t - n s r e s r v r . . . / s r c / u s r / s r c 
moun t - n c m d s r v r . . . / c m d / u s r / s r c / c i n d 
moun t - n c c s r v r , , , / c c / u s r / s r c / c m d / c c 

if the m o u n l s a rc en tered from the c o m m a n d l ine , or , in Ihe m o r e likely s i tua t ion , Ihe c l i en t ' s m o u n l 
profile ( / e t c / f i l e s y s t e m s in A I X ) would con ta in an cnl ry Tor each of ihese m o u n l s . If the sresrvr 
m a c h i n e were reconfigured lo oblain / u s r / s r c / c m d from a different m o u n t e d object (say, a new 
local d i s k ) , then all of the cl ient m a c h i n e s would have lo be explici t ly reconfigured to reflect Ihe new 
object . 

src 
cmd cmd 

usr cmd cc usr src cc 

client sresrvr cmdsrvr 
Figure 2 . Inher i t ed M o u n t E x a m p l e 

Distr ibuted Services i m p l e m e n t s inher i ted m o u n t s on lop of virtual file sys tems. T h e r e is a 
m n t c t 1 i 1 system call and co r re spond ing r e m o t e p r o c e d u r e call . O n e of Ihe op t ions of m n t c t l () Is 
lo query and re lurn a list of all m o u n l s current ly in effeel on a given server . T h e moun t c o m m a n d in 
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AIX suppor t s a - i ( i nhe r i t ed ) Hag wh ich causes the query lo he pe r fo rmed a n d the addi l ional m o u n t s 
lo be m a d e , f o r the above e x a m p l e , 

m o u n t - i - n s r e s r v r . . . / s r c / u s r / s r c 

would have the s a m e net effeel as the three separa te c o m m a n d s il lustrated previously. Similar ly , a n 
entry of the form 

/ u s r / s r c : 
nodenam© = s r e s r v r 
d e v = . . . / s r c 
moun t = t r u e , i n h e r i t 

in / e t c / f i l e s y s t e m s would cause I his set of m o u n t s to be pe r fo rmed at system s tar tup l i m e . By use 
of inhe r i t ed m o u n l s , cl ients of a Tile server need not know of res t ruc tur ing of the se rver ' s m o u n t s 
u n d e r n e a t h the initial m o u n l . For e x a m p l e , if a clienl always uses an inher i ted m o u n t or / u s r / s r c , it 
does not need lo change i t ' s conf igurat ion files w h e n the server uses addi t iona l /d i f fe ren t m o u n t s lo 
provide the subdi rec tor ies of / u s r / s r c . 

T h e m o u n l ex tens ions associated with Distr ibuted Services a rc also usable and useful for local 
m o u n t s , [f a s tanza or the form 

/LOCAL: 
d e v = / 
mount = t r u e . i n h e r i t 

is p laced In / e t c / f i l e s y s t e m s afler all local device m o u n l s and before any r e m o l e m o u n l s , then 
even after the r e m o t e m o u n l s are pe r fo rmed , and n o r m a l pa lhs lo local files a re h i d d e n , a l t e rna te 
pa ths lo local files are available through / L O C A L . For e x a m p l e , if / u s r / b i n is m o u n t e d over lo 
Obtain a vers ion from a code server , the local vers ion will slill be accessible as / L O C A L / u s r / b i n . 

S e p a r a t e M a c h i n e O p e r a t i o n 
Clear ly , it is desi rable that a cl ient m a c h i n e be able lo opera te if o n e or m o r e of the servers it 

uses is not ava i lab le . For e x a m p l e , as part of Ihe DS single system image suppor t , all of Ihe m a c h i n e s 
in a c luster share a copy of / e t c / p a s s w d stored o n the " / e t c s e r v e r , " A cri t ical aspect of this is 
having r ecen t copies of the shared Tiles from Ihe " / e t c s e rve r . " As pari of Ihe m o u n t i n g of these 
files, before Ihe m o u n l is actual ly pe r fo rmed , the file is copied Trom the server lo Ihe c l ienl . For 
e x a m p l e , before m o u n t i n g the shared / e t c / p a s s w d over Ihe cl ienl / e t c / p a s s w d , Ihe shared version 
is m o u n t e d t empora r i ly over a n o t h e r file and cop ied to / e t c / p a s s w d . In addi t ion to s a m p l e c o n ­
figuration files Tor this process , s a m p l e recovery d a e m o n s are provided with DS, T h e recovery 
d a e m o n c a n he used lo rcpealcdly try lo o p e n crilical files such as / e t c / p a s s w d . W h e n Ihe d a e m o n 
is unab le to o p e n / e t c / p a s s w d , il u n m o u n t s / e t c /pas swd , revealing Ihe local copy . (S ince m o u n t s 
are slaieless, u n m o u n t i n g can he pe r fo rmed without server not i f icat ion or i n v o l v e m e n t . ) 

For each user that is to be able lo use a m a c h i n e when Ihe " h o m e d i rec to ry server" is nol 
avai lable , a h o m e di rec tory must be cree led and s tocked with essent ial data files. Similar ly, for a 
m a c h i n e to be able to use an appl ica t ion when Ihe "app l ica t ion se rve r " is nol avai lable , thai app l ica ­
tion must be installed in ihe c l i en t ' s / u s r / l p p , when the se rver ' s / u s r / l p p is no l m o u n l e d . T h e 
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resul t ing m a c h i n e is cer ta in ly not as iisernl as w h e n the servers a r e avai lable , hut il is usab le , a n d 
m u c h he l l e r Ihan no m a c h i n e al al l . 

STATEFUL CACHING 
Directory Caching 

Use of c o m p o n e n t by c o m p o n e n t l o o k u p associa ted with the virtual file systems a p p r o a c h 
m e a n s , in Ihe worst case , lhat ihcrc will be a l o o k u p ( | r e m o t e p r o c e d u r e call for each c o m p o n e n t of 
the pa th . T o avoid this ove rhead in typical pa th s e a r c h e s , the resulls of l o o k u p ! ! calls a rc c a c h e d in 
ke rne l m e m o r y . Cons i s ten t with the above objec t ives , the in tent of the DS design is that c a c h e d 
results will always be valid ( and will he inval ida ted w h e n they are not va l id ) . S i n c e DS pe r fo rms 
user id and groupid t rans la t ions lo m a n a g e t h e global set of user id ' s and g r o u p i d ' s , the c a c h e musl no l 
a l low au thor i za t ion c h e c k s to he bypassed or pe r fo rmed in an incons is ten t m a n n e r . With ihcsc po in t s 
in m i n d , w e have c h o s e n to limit our c a c h e lo d i rec to ry enl r ies only , s ince o rd inary file en t r i e s are 
likely lo he m o r e vola t i le , and have chosen to only c a c h e d i rec to ry en t r i e s w h e r e we are assured that 
all users have search pe rmi s s ion , i . e . , all th ree e x e c u t e bits a re set. C a c h e d resulls may b e c o m e 
invalid because of d i rec to ry changes In the server . T h e pol icy for c a c h e inva l ida t ion is as follows. 
W h e n e v e r any d i rec to ry in a given server is c h a n g e d , cl ient d i rec to ry c a c h e s a re purged , for all c l ients 
of that server . Only c l ients p e r f o r m i n g a l o o k u p ( ) a t the given server s ince t h e prev ious d i rec to ry 
c h a n g e a r c not i f ied , s ince only those c l ients could h a v e c a c h e d resulls for t h e given server . Of cou r se , 
the Client! only purge the en l r i e s for the server lhat had the d i rec to ry c h a n g e . T h e purpose of this 
strategy is to k e e p ihe d i rec to ry c a c h e en t r i e s co r r ec t , with little n e t w o r k traffic. (A cl ienl will also 
purge c a c h e d results if il loses c o n n e c t i o n with the server, even t e m p o r a r i l y . ) 

Data Caching 
Distr ibuted Services uses data c a c h i n g in bolh cl ient and server , lo avoid u n n e c e s s a r y ne twork 

traffic and associa ted de lays . T h e c a c h i n g ach ieves the t rad i t iona l read a h e a d , wr i te beh ind and reuse 
benef i ts associa ted wi th Ihe ke rne l hufrcr c a c h e , but with both cl ient and server c a c h e s . As a resul t , 
read a h e a d (wr i te b e h i n d ) can he occur ing in Ihe cl ienl c a c h e wiih regard to t h e n e t w o r k and in t h e 
server c a c h e with regard lo ihe disk. As a result, disk to disk transfer rates to/from remote machines 
can be substantially greater than local rates. In AIX w c have m e l b o d i a l l y t uned t h e local disk subsys­
t e m , ycl use of c p for r e m o l e files ( copy ing r e m o t e file lo local file, o r v ice versa) yields m e a s u r a b l y 
higher disk lo disk th roughpu t than for local only Tiles. N o i e thai s laleless dala c a c h i n g designs may 
not suppor t wri le b e h i n d , in o r d e r lo g u a r a n t e e that all da la will be ac tua l ly on the s e rve r ' s disk before 
Ihe wri te rpc re turns to the c l i en l . 

In genera l , it is difficult lo keep mul t ip le c a c h e d dala b locks cons i s t en t . We chose to i m p l e m e n t 
a s ta le m a c h i n e based on cur ren t o p e n s of a given file. Wc e m p h a s i z e lhat this m e c h a n i s m is app l i ed 
al a file granular i ty , and thai il is slrictly a p e r f o r m a n c e op t imiza t ion — the m e c h a n i s m is designed lo 
p rese rve the t t ad i t iona l m n l t i r c a d e r / m u l l i w r i t e r s e m a n t i c s of Ihe Unix file sys tem. C a c h i n g is a lways 
a l lowed al ihe server for a file ( the m a c h i n e w h e r e t h e disk c o p y is s t o r e d ) , but c a c h i n g at c l ients m a y 
nol be a l lowed , if such c a c h i n g con l l i c l s with cons i s t ency r e q u i r e m e n t s . See Figure 3. 
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Figure 3 . Data C a c h e S y n c h r o n i z a t i o n M o d e s 

For each Tile, Ihe c a c h i n g of da la for Ihe Tile is con t ro l l ed by Ihe cur ren t n u m b e r of machines 
wiih ihe file o p e n (n in Figure 3) and Ihe au thor i t i es g ran ted at t h e o p e n . Note thai wi th in a given 
m a c h i n e , the n u m b e r of p rocesses with Ihe file o p e n is no l r e l evan t , b e c a u s e t rad i t iona l Unix buffer 
c a c h e m e c h a n i s m s are e m p l o y e d . W h e n a file is o p e n e d (n goes from 0 to ! ) , t hen Ihe m a c h i n e lhat 
has o p e n e d the file can c a c h e da ta for the Tile, for both r eade r s and wr i te rs . T h i s is re fer red to as 
" a s y n c " m o d e because Ihe cl ienl c a c h e is m a n a g e d a s y n c h r o n o u s l y wiih respect to the server c a c h e . 
W h e n a Tile is o p e n e d , at a given l ime , hy p rocesses on only one m a c h i n e , this m o d e al lows full read 
and wr i te c a c h i n g with little server i n v o l v e m e n t . We bel ieve lhat Ihis is typical of actual file usage. 
W h e n a s econd m a c h i n e o p e n s Ihe s a m e file, then Ihe cl ient m a c h i n e s a re only a l lowed to c a c h e da la 
for ihe file if t he re a re no wri ters for the file. If Ihcrc a re n o wri ters , then Ihe file is p laced in 
" r e a d - o n l y " m o d e and c l ienis a r e a l lowed lo c a c h e . T h i s , like a sync m o d e , is very c o m m o n , if not 
d o m i n a n t , in lypical file usage. W h e n mul t ip le m a c h i n e s have t h e file o p e n , wi th al least o n e wri ter , 
then ihe file is p laced in fu l l - sync m o d e . In Ibis m o d e , reads and writes a re fully s y n c h r o n o u s wi th 
respeni in i h e server c a c h e , and dala b locks for this file a re nol kep i in c l ient c a c h e s . W h e n all 
p rocesses of a m a c h i n e have c losed a file, iben t rans i t ions back to s tates with h igher degrees of e a c h -
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ing lake p l ace . ( In Ihe d e t e r m i n a t i o n of c a c h i n g m o d e , the server must also he coun ted as a cl ient if 
processes on the server o p e n the f i le .) 

ClosetReopen Optimization. A f requent scenar io is that a file is c losed, say by an edi tor , and 
then immedia te ly r e o p e n e d , say by a c o m p i l e r . O u r data c a c h e cons is tency m e c h a n i s m s are e x t e n d e d 
to a l low reuse of c a c h e d data b locks in the cl ient da t a c a c h e , if and only if the file is no l modi f ied 
e l sewhere b e t w e e n Ihe close and subsequent r e o p e n . 

Lock Table Caching 
O n e of our objectives has been thai da la base app l i ca l i ons , e .g . , S Q L / R T , be able to run effec­

tively on the dis tr ibuted file sys tem. Por this to be t r u e , it is necessary that lock ing p e r f o r m a n c e be 
op t imised by c a c h i n g lock tables . Tor the locking associa ted with the l o c k f () and f c n t l () system 
cal ls , lock tables are used to k e e p t rack of cur ren t locks . We use c a c h i n g m e c h a n i s m s for lock tables 
similar lo Ihe ones used for da la cach ing . H o w e v e r , the re is no stale c o r r e s p o n d i n g to the r e a d - o n l y 
state of Figure 3. W h e n all processes ho ld ing or reques t ing locks for a file a re o n a single m a c h i n e , 
then Ihe lock tables for that file are m a n a g e d at the m a c h i n e w h e r e the locks a re he ld / r eques t ed . T h i s 
co r r e sponds lo Ihe a sync c a c h i n g m o d e Tor da la . Aga in , w e bel ieve this to be Ihe typical case . W h e n 
processes on m o r e than o n e m a c h i n e hold or reques t locks for a given file, Ihen the lock tables a re 
m a n a g e d al the s e w e r for the file, c o r r e s p o n d i n g to the fu l l - sync data c a c h i n g m o d e . 

SUMMARY 
W h e r e app rop r i a t e , e .g . , in manag ing r e m o t e m o u n t s , stateless m e c h a n i s m s funct ion as well as 

or be l t e r than slaterul m e c h a n i s m s , and are s impler lo i m p l e m e n t . T h u s Ihey a re clearly pre fe rab le . 
H o w e v e r , w h e r e stateless m e c h a n i s m s are at a d i sadvantage with regard lo siateful m e c h a n i s m s , e .g . , 
in c a c h e cons is tency and c a c h i n g p e r f o r m a n c e , o n e must m a k e a consc ious tradeoff be tween 
s impl ic i ty of i m p l e m e n t a t i o n and the advantages of staleful m e c h a n i s m s . 
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